Step 3 Configure the loT router settings

Set the time

Set the time zone and time of day for the 10T router.

:!:7 This document describes an example of synchronizing the time with a PC.
L] For time settings, we recommend using NTP settings to synchronize the time, but manual entry is
also possible.

For more information, see the Edge Gateway Series GUI User's Manual.

Set the time zone

HIEFIR

1 Click [Advanced Settings/Controls] - [Time Zone Settings] on the side menu.

The "Time Zone Settings" screen will appear.
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2 Set the time zone.
@ Select "Region.”
@ Select "Place Name."

© Click [Settings].
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The time zone is set.
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5 [Click Settings.

The time setting is saved.



Step 3 Configure the loT router settings

Configure SSH to log in to the loT router using SSH.
#EFEIR
1

Click [Advanced Settings/Controls] - [SSH Settings] on the side menu.
The "SSH Settings" screen appears.
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2 Slide the toggle to set SSH as enabled.
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Step 3 Configure the loT router settings

3

4

Configure the port settings.

(1) Change the port number, if necessary.

@ ® The port number can be set in the range of 1 to 65535.

® SSH uses port 22 as standard.
Note that if the port number is changed, the client must specify that port number to
connect.

(2) By checking the "Enable keep-alive" checkbox, keepalive packets can be sent periodically to
prevent SSH connections from timing out.
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Set the encryption method.

@ Sclect "Recommended setting" or "Individual selection" as the encryption method to be
used.

If you selected "Recommended Settings, go to Step 5.

@ It "Individual Selection” is selected, check the checkbox for the encryption method to be
used.
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Step 3 Configure the loT router settings

5 Click Settings.
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SSH settings are saved.



Step 3 Configure the loT router settings

Configure PPP settings.

To connect to the Internet using PPP, configure the PPP connection settings. Please configure as
necessary according to your environment.

HIEFIE I

1 Click [Advanced Settings/Controls] - [PPP (PPPoE) Settings] in the side menu.
The registered PPP (PPPoE) settings are listed on the "PPP (PPPoE) Settings" screen.
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You can sort the registered PPP (PPPoE) in descending/ascending order of PPP line
name by clicking the tab "PPP line name" in the PPP (PPPoE) list.

| rprrEE®
) ppp01
() ppp02

2 On the "PPP (PPPoE) Settings" screen, click "Add New".
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The "Add PPP (PPPoE) Settings" window appears.



Step 3 Configure the loT router settings

3 Configure PPP (PPPoE) settings.
@ Enter the PPP line name.
O Sclect the message output level.
© Sclect the authentication method.

@O Enter the user name and password.
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4 Click Settings.
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PPP (PPPoE) settings are added.
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Step 3 Configure the loT router settings

Save the configuration to the loT router

Write the settings in the configuration file of the 10T router in order to save the settings configured in the
GUI. When the loT router is restarted, the configuration file is read and the settings are reflected.

HIEFIR ,

1 Click on "Configuration File" on the side menu.

The "Configuration File" screen appears.
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2 Click Save Current Settings to Device.
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The "Confirmation" screen appears.

3 Click [Save].
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The configuration is saved in the loT router.



Frequently Asked Questions

Frequently Asked Questions

When is this the

case?

loT router
repeatedly reboots

Please check

If the mobile communication settings are not properly configured, the loT Router may
repeatedly reboot due to the fail-safe function. Please check the following points

Disable fail-safe
Please check the following @-@ in this order.

@ Click [Advanced Settings/Controls] - [Mobile Communication Settings] in the side
menu.

@ Sclect the target mobile line name and click [...]-[Edit].
© Uncheck [Fail-safe] and click [Settings].
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O Sclect the target session name in the session list on the same page, and click [...]-
[Edit].
@ Set the correct content and click "Setup".

Check the status of communication

Click on [Operational Information] - [Mobile Communications] in the side menu and
verify that the "Mobile Module Status" is "connected". Click on the "Mobile Module
Status" button.
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Frequently Asked Questions

When is this the

5 Please check
case’

Once communication is confirmed, return the failsafe to active if necessary




Frequently Asked Questions

This step completes the basic configuration of the loT router.

The following information continues in the Options Setup Guide on the next page. Please refer to it
according to your usage situation before proceeding with the settings.

' Configuring Device Management System Settings '

' Configuring remote.it '
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Configure device management system settings.

Configure device management system
settings.

This step describes the initial setup for using the device management system.

The device management system of the amnimo loT Cloud System makes it easy to monitor and maintain
loT routers in remote locations.

The main functions of the device management system are as follows

Remote monitoring of devices
Remote distribution and retrieval of device configuration files

Remote firmware updates

Syslog file acquisition

Q ® You must apply to use the device management system functions. Please contact your sales
representative if you wish to use this service.

® Please refer to the following manuals for detailed information on how to use and configure the
device management system.

Device Management System Manual.



Configure device management system settings.

Activate the loT router

Activate the |oT router to use the device management system.

:!:7 In order to proceed with the activation, the time setting must be completed on the loT
L] router side beforehand.

Setting the Time

REFIR .

1 Via Web Browser, Service Management Portal 1 Log in to the Service Management Portal using
a web browser.

2 On the Dashboard, click Device Management System.
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https://apps.amnimo.com/

Configure device management system settings.

3 Activate the loT router.
@ Under "Devices," select "Unused.

@ Click the [ : ] button of the target device and select [Enable] in the menu that appears.
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The "Confirmation" screen appears.

4 Click Confirm.
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Once the loT router is connected to the Internet, activation is complete.



Configure device management system settings.

5 Verify that the loT router is properly connected to the Internet and has a good signal.

@ Confirm that the status of the target device is "normal.

@ Confirm that the radio wave icon for communication is displayed in green.
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Configure remote.it settings

Configure remote.it settings

This step describes the initial configuration of an loT router that uses remote.it.

remote.it allows you to securely access an loT router in a remote location from your PC or other terminal.

® Pattern 1: Remote access to an application running on an loT router
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@ Pattern 2: Remote access to industrial equipment connected to the LAN port of an loT router
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Configure remote.it settings

Create a remote.it account

To use remote.it, you will need a remote.it account. Please follow the instructions in the email sent to you
as part of the invitation to create an account.

a If you would like to use Amnimo's products as samples, you can test and evaluate them using the
remote.it account we have already created for you. If you wish to use Amnimo's products as

samples, please request this service when you apply for sample use.

FEFIHE I

1 Create a remote.it account.

When you receive a remote.it Invitation email from Amnimo, follow the instructions in the email
to create a remote.it account.



Configure remote.it settings

Configure remote.it settings

The setting method changes depending on whether a device management system is used or not. Please
set up remote.it according to your environment.

If you are using a device management system

If you are using a device management system, follow the steps in the manual below to register devices.

' Device Management System Manual - remote.it "'

If you are using the device management system, do not register devices or services from the
Command Line Interface (CLI). You will not be able to configure remote.it from the device
management system.

If you are not using a device management system

If you are not using a device management system, register devices using the Command Line Interface
(hereafter, CLI).

® Please refer to the following manuals for detailed information on how to use and configure the
CLI.

CLI User's Manual

® |tis also possible to connect via a serial console for CLI operation; see the following manual
for details on how to use the loT router and its configuration details.

Chapter 1, "CLI Basics," in the CLI User's Manual.

\T‘l@ About CLI Operation Modes

The CLI dedicated to the loT Router has three modes of operation: general user mode, administrator mode,

and configuration mode. The operations and command line prompts that can be performed in each mode are
listed below.

e ]
In general user mode, the user performs operations necessary for operational management.

amnimo$.

ez )

In addition to operations in general user mode, administrator mode allows control over rebooting the loT
router, etc.

amnimo#

% E gl
In the setting mode, you can view and configure settings.

amnimo(cfg)#.


https://amnimo.com/manual/edge_gw/alpine/dms/ja/index.htm#t=device%2Fremote.it.htm

Configure remote.it settings

Log in to your loT router

Log in to the loT router via CLI.

Please enable SSH in the GUI beforehand.
Z4

For information on how to set up SSH, You can also find more information on how to set up SSH
in the "SSSH  Configuring ' for information on how to set up SSH.

#EFIH I
1

Install Windows terminal emulator software such as Tera Term or Putty on your PC.
@ This manual uses Tera Term to provide explanations.

2

Start Tera Term, configure the following settings in the "Tera Term new connection" window,
and click [OK].

@ Sclect TCP/IP".
9 Enter the IP address "192.168.0.254" in Host.

9 Select "SSH" under Service".
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When connecting to a new host, a "Security Warning" screen will appear.



Configure remote.it settings

3 Check "Add this host to the known hosts list" and click "Continue".
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Enter the login information you entered in Step 2, Initial Login, and click OK.
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Log in to the loT router via CLI.
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Register your service
Bl —
Register the service you wish to connect to using remote.it.

This document describes example settings for Pattern 1 and Pattern 2, respectively. (For each
pattern, see " Setting up remote.it (For details on each pattern, see "Configuring remote.it" page)

e (Example) Account name: sample@amnimo.com

® (Example) Device name: test-device

Before using remote.it, please make sure that the following settings have been made
® The loT router is connected to the Internet.

® The DNS settings of the loT router are configured.
If simple configuration was done in Step 2, the DNS settings are enabled.

® SSHis activated (configured) on the loT router.
If you configured SSH in Step 2, SSH settings have been activated.

HIEFIR

1 Enable remote.it.

admin@amnimo:~$amsh < Start amsh

amnimo$ enable <—Switch to administrator mode
password: < Enter the password and press Enter
amnimo# configure <~ Go to configuration mode

amnimo(cfg)# remoteit

amnimo(cfg-remoteit)# enable

amnimo(cfg-remoteit)# exit

amnimo(cfg)#.

amnimo(cfg)# config file save <—Save the configuration file
amnimo(cfg)#.

If you are using a device management system, register devices from the device
management system after activating remote.it.

Device Management System Manual - remote.it

Do not register devices or services from the Command Line Interface (CLI) in the
subsequent step 2. You will not be able to configure remote.it from the device
management system.

2 Go to remote.it application command execution mode and sign in to remote.it.

amnimo(cfg)# execute remoteit signin «

Username: sample@amnimo.com+’ «Enter your email address

Password: « Enter the password and press Enter

? SIGNIN in progress ...

? Login with remote.it account

? Download & install dependencies

? NEXT-ACTION: run 'remoteit register' to register this device into your remote.it acco
unt

amnimo(cfg)#.
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Configure remote.it settings

5

Confirm that you have signed in.

amnimo(cfg)# execute remoteit status «
? Fetching status

Username: sample@amnimo.com

Device: (1)
No device...

Services: Services

Connections:.
amnimo(cfg)#.

Register the device.

amnimo(cfg)# execute remoteit register «
Device name: test-device ¢
? REGISTER in progress ...
Login with remote.it account
Register device 'test-device' ?
Applying config
NEXT-ACTION: run 'remoteit add' to add services to this device
amnimo(cfg)#.

?
?
?
?

When device registration is completed, an email titled "[Notification from remote.it [(automatic
transmission)] Notification of completion of device registration" will be sent to the registered
email address.

Confirm that the device has been registered.

amnimo(cfg)# execute remoteit status ¢
? Fetching status

Username: sample@amnimo.com

Device: (1)
UID | Name | Type | Status | IP:Port

80:00:00:00:01:0A:44:XX | test-device | device | connected | 127.0.0.1:65535
Services: Services

Connections:.
amnimo(cfg)#.
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