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Licenses and Trademarks

Licenses and Trademarks

License

® This product uses software based on open source licenses such as GPL (GNU General Public
License).

Details are described on our Web site.
https://amnimo.com/docs/compact_router/ja/IM_AMDO0O6A01-

12JA_amnimo_compact_router_OSS_license.pdf

® Scope of Warranty and Responsibility

No warranty is made regarding the operation of the open-source software itself in accordance with
the terms of the GPL and other applicable laws.

Trademark

® Product names, company names, and other proper nouns used herein are trademarks or registered
trademarks of the respective companies.


https://amnimo.com/docs/compact_router/ja/IM_AMD06A01-12JA_amnimo_compact_router_OSS_license.pdf
https://amnimo.com/docs/compact_router/ja/IM_AMD06A01-12JA_amnimo_compact_router_OSS_license.pdf

Introduction

Introduction

Thank you very much for adopting our compact router amnimo C series ("Compact Router").

The Compact Router Startup Guide ("this document") explains how to set up this Compact Router.
Please be sure to read it before using the Compact Router.

After completing the setup, keep this manual in a place where it can be found at all times.



Safety Precautions

Safety Precautions

Before using the Compact Router, please read the "Before Use" document included with the Compact
Router to ensure safe and proper handling.



About Compact Routers

About Compact Routers

® Compact routers do not guarantee backward compatibility of product versions with respect to
configuration data.

® Compact routers only support operation by amsh.



About This Guide

About This Guide

Notes on this document

® The contents of this document are subject to change without notice.

Reproduction or reprinting of the contents of this document, in whole or in part, without permission
is prohibited.

® \While every effort has been made to ensure the accuracy of the information contained in this
document, if you have any questions or find any errors, please contact our customer support.

Contact: amnimo Customer Support
E-mail: support@amnimo.com
URL: https://support.amnimo.com/

® Please note that revisions may not be made for specification changes, structural changes, or
changes in parts used that are not considered to be particularly detrimental to
functionality/performance.

® For convenience of explanation, the values of various setting items are shown in this manual as
setting examples, but in reality, please enter the setting values according to the environment in
which the equipment is used.

Manual List

® amnimo C series compact router user's manual (Japanese edition)

https://amnimo.com/manual/edge _gw/ja/compact_router _users manual.pdf

® amnimo gateway series CLI User's Manual
https://amnimo.com/manual/edge_gw/cli/en/cli_users_manual.pdf

® Device Management System Manual
https://amnimo.com/manual/edge _gw/alpine/dms/en/index.htm

® amnimo C Series Compact Router Startup Guide (this manual)
https://amnimo.com/manual/edge_gw/sg/en/compact_router sg.pdf

lcons and symbols used in this manual

Icons and symbols in this manual have the following meanings.

Information of special note regarding functions and operation.

N~

Supplemental information regarding functions and operation is provided.

This section contains reference information within this document and to other
documents.

(—'Em Indicates that the command can be operated in general user mode.

(Efi%‘ Indicates that the command can be operated in administrator mode.


https://amnimo.com/manual/edge_gw/ja/compact_router_users_manual.pdf
https://amnimo.com/manual/edge_gw/cli/en/cli_users_manual.pdf
https://amnimo.com/manual/edge_gw/alpine/dms/en/index.htm
https://amnimo.com/manual/edge_gw/sg/en/compact_router_sg.pdf

About This Book

Indicates that the command can be operated in setting mode.



Confirmation of Packaged Goods

Confirmation of Packaged Goods

First, please make sure that all packing materials are present.

Compact Router Set

Indoor type compact router (AC10) Indoor type Compact router with wireless LAN (AC15)
® Compactrouter x 1 ® Compactrouter x 1

® Beforeusex1 ® Beforeusex1




What you need to prepare

What you need to prepare

When configured as described in this manual, the following optional accessories must be provided.

n Optional items are not included in the warranty coverage of the compact router.

Accessories we sell (sold separately)

Please refer to the Compact Router User's Manual for specifications and standards.

® AC adapter (DC12V/1A)

What you need to prepare

e SIM Card
Please prepare for mobile connection.

Please refer to the Compact Router User's Manual for specifications and standards.

® PC for configuration
This is required to configure various settings of the compact router.
This manual is written using Windows 10.

® LAN cable (recommended category: CAT5e or higher)
Required for connecting Edge Gateway to a PC.



Overall system diagram

Overall system diagram

This manual describes how to set up a network using the following configuration as an example.

® Mobile connection (rmnet_data0)
Connects to the Internet using a SIM.

® LAN connection (eth0/lan0/lanl)
LAN connection to a private network using the eth0/lan0/lan1 interface.
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Step 1 Connect to and start

Step 1 Connect to and start

This step describes how to activate the compact router.

Connect and activate PC and compact router with LAN cable

Connect the PC to the compact router and start it up.

Indoor Compact Router

#RIEFEIR

1 Remove the front cover of the compact router and insert the SIM card to be used in the slot.
The slot will be used in preference to SIMO.

2 . :
.'I"_II Insert the SIM card so that its contacts are on the upper side.

@‘ Bsivo sw Bsiv1 @
N i=IN==D

2 Using a LAN cable, connect the Ethernet port of the compact router to the PC.

LAN cable

.



Step 1 Connect to and start

3 Connect the AC adapter to the compact router. The power will automatically turn on and the
compact router will start up.

9 ® Thereis no problem connecting the power supply before connecting the PC to the
= Compact Router. However, a blank screen may appear when connecting with terminal
emulator software. If this happens, press the Enter key once.

® |t does not matter if the PC is turned on before connecting the AC adapter.

ETH

AC
adapter

Outlet

Notes on the automatic startup function
d Compact routers are designed to operate 24 hours a day, so they have the ability to
automatically recover from a shutdown in the event of a failure.

Therefore, if the compact router is shut down in the manner described in this section, but
power is still supplied from the power connector, it will reboot.

If you want to put the compact router in a power-off state, shut it down and wait until the LED
is in the power-off ready state (power LED lit red) before pulling the power plug.



Step 1 Connect to and start

Indoor Compact router with wireless LAN

BRIEFIE 1

1 Remove the front cover of the compact router and insert the SIM card to be used in the slot.
The slot will be used in preference to SIMO.

l_' . .
L, Insert the SIM card so that its contacts are on the bottom side.

p o 0 LA
‘o-io =y ©

2 Using a LAN cable, connect the LANO or LAN1 port of the compact router to the PC.

LAN cable



Step 1 Connect to and start

3 Connect the AC adapter to the compact router. The power will automatically turn on and the
compact router will start up.

9 ® Thereis no problem connecting the power supply before connecting the PC to the
= Compact Router. However, a blank screen may appear when connecting with terminal
emulator software. If this happens, press the Enter key once.

® |t does not matter if the PC is turned on before connecting the AC adapter.

AC
adapter

Outlet

Notes on the automatic startup function
°

Compact routers are designed to operate 24 hours a day, so they have the ability to
automatically recover from a shutdown in the event of a failure.

Therefore, if the compact router is shut down in the manner described in this section, but
power is still supplied from the power connector, it will reboot.

If you want to put the compact router in a power-off state, shut it down and wait until the LED
is in a power-off ready state (power LED lit red) before pulling the power plug.



Step 2 Connect your PC and sign in

Step 2. Connect your PC and sign in

This step describes how to set up your PC for connection to the compact router.

Change the |IP address of the PC
To sign in to the GUI configuration screen, the compact router and PC must belong to the same network.

Change the IP address of your PC to match the Compact Router's IP address "192.168.0.254".

For instructions on how to change the IP address of a PC, see the FAQ below.

.!._‘
FAQ — Changing the IP address of the PC
https://support.amnimo.com/hc/en-us/articles/8360358918937



https://support.amnimo.com/hc/en-us/articles/8360358918937

Step 2 Connect your PC and sign in

This section describes the sign-in procedure via the Graphic User Interface (GUI).

-

()’ . i
."I'_ll The GUI makes it easy to configure the compact router from a browser.

Signin
If this is the first time signing in with the GUI, sign in after setting the password for the administrator
account (admin).

Imp’y The following environments have been tested for GUI functionality.
i

0S Web browser Verified Version

Google Chrome 92.0.4515.131 (64bit)
Windows 10 Pro2004 (64bit) Microsoft Edge -

Firefox K

Safari 14.0.3 (16610.4.3.1.7)
mac OS big Sur 11.2.3 Google Chrome X

Firefox K

*To be supported in future releases.

BRIEFIE

1 Start a browser and access the URL of the GUI configuration screen of this product.

http://192.168.0.254

The "Password Registration" screen appears.

2 Enter the password you wish to set for admin in the "Password" and "Password (Confirm)"
fields and click "Register".

? The password must be a string that meets the following conditions. The string can be
= "password" as defined in RFC1738.

® 8 characters or more

® Includes at least two types of uppercase and lowercase letters, numbers, and symbols

You may not set a password that meets any of the following conditions
o ® Words in the dictionary (e.g., test)

® Words with regularity, such as number or alphabet keyboard sequences (e.g., 1234,
abcde, qwert)

® Combination of the above (e.g., test1234)




Step 2 Connect your PC and sign in

PHmnimo.
IR D — RESR
SR — BHBRENTHER A,

FlEasiagaa0c. /IRD— RaEBiRLTIIZEL,
JARD— R(Fadmin(cif U TRESNET.

sssssssssss

treeresrene

® 2021 amnimo, Inc.

The admin password will be set and the "Sign In" screen will appear.

3 Enter "admin" in "Username" and the password set in step 2 in "Password", and click "Sign In".

Pmnimo
ke e
JIRD— RSB ENE L

FRPEHA 24> LTVFERA,
BRUZ (R I— RTH 2> LT,

© 2021 amnimo, Inc.

After signing in to the product, the "Device Information" screen will appear.



Step 3 Configure router settings

Step 3. Configure router settings

Compact router settings can be operated using the Graphical User Interface
(GUI). This step describes a simple configuration using the GUI.

Configure simple settings

The following settings can be made on the "Simple Settings" screen.

Mobile Communication Settings
Interface Settings
Enable/Disable DNS

Filtering Settings

Enable/Disable DMS (Device Management System)

Note that the DNS and filtering settings are automatically applied when the simple settings are made.
The DNS and filtering settings that are automatically applied are as follows

For detailed settings, please refer to the following manuals.

2.9 Configuring Filter Settings" and "2.11 Configuring DNS Settings" in the Edge Gateway Series GUI
User's Manual (Japanese edition).

e DNS
Enable/Disable setting: Enabled
e filtering

® |Input Settings

Input default policy: Drop
RELATED: Allow
established: Allow
invalid: Drop
Input interface: Allow

® Forwarding Settings

Forwarding default policy: Allow
® Output Settings

Output default policy: Allow



Step 3 Configure router settings

BRIEFIE I

1 Sign in with the GUI and click on "Simple Settings" on the side menu.

The "Simple Settings" screen appears.

IS ®mnimo. Host name:amnimo Engish v @) admin Y
Simple settings
Device information Mobile communication
Operation information v
Advanced setting/controk
Reboot
Firmware
2 If you are using a mobile connection, select a registered carrier or subscription plan from

"Telecommunications carrier / Contract Plan" in the Mobile Communications Settings.

The "APN Name", "User name", "Password", and "Authentication method" will be automatically
set according to the selected carrier or subscription plan.

q? ® |If the carrier/contract plan to be used is not registered in " Telecommunications
19 carrier / Contract Plan ", select [Other].

® When using a SIM that does not require authentication, uncheck both "PAP" and
"CHAP" in "Authentication method".

7R hZzamnimo BAE Y @ admin ¥
FAZERE
E/AIERE
S— BEETUY 2RI R
SHERE - it docomo / mopera U

au / LTE NET for DATA
BEE
Softbank / > F)LR 5 1JL4G
Sy I Softbank / <> )L 1IL3G
Softbank / M2MEZET 5>
HEIT A SORACOM / SORACOM Air

1/ B/ A —ER ST |

113/ 1lJmio

Z bk

Incorrectly configured mobile settings may cause the compact router to reboot due to
the failsafe feature.

® When setting up, be sure to set the correct username and password.
® If the compact router repeatedly reboots, see the following page.

Frequently Asked Questions

Mobile connection settings are also explained in a video on the following page.

Connecting amnimo devices to the Internet."(Japanese)



https://support.amnimo.com/hc/ja/articles/14653571455257

Step 3 Configure router settings

3 Configure the interface settings according to the environment.

@ Set'rmnet data0" required for mobile communication.
Click the toggle to enable or disable.
Also check "Dynamic SNAT" if necessary.

(2) Configure the required interface settings for LAN connection.
Click the toggle to enable or disable.
Select "DHCP Client" or "Fixed IP Address" as the method for assigning "IP Address". If you
select "Fixed IP Address," you will need to enter the "IP Address" and "Prefix length”.
Also, check "Dynamic SNAT" if necessary.

® [ndoor compact router screen (interface "eth0")

= @mnimo. 7R R4 :amnimo BaEE Y @ admin
- A25—JIA(R
esAE
rmnet_data0
AR @ = 0
EEE E#ISNAT
SERE - ) etho
@ = @
e PP7RELR

N (O DHCPOSAT7> k(@ BEIPTRLZ
=TT

HEIT AN 192.168.0.254 24

(@) SN

® |ndoor compact router with wireless LAN (interface "br0")

= Pmnimo. JRR h43:amnimo Bxm vy € admin Y
AF—TIAR
rmnet_data0
R @ = o
ENHISNAT
SEFEIER
bro
A
FHEERE - miE () -
i) - ik DHCPH—/(— 9
J7—LDIx7
192.168.0.32 ~ 192.168.0.63
JEITAIN
IP7ELR

1-4Y¥-ZX_a7)L

(O DHCPOZA7> @ BEIPTRELA

192.168.0.254 24

() EhEISNAT




Step 3 Configure router settings

4 Configure DHCP server settings.

This function is available only on Indoor Compact Routers with wireless LAN.

Click the toggle to enable or disable.
Specify the range of IP addresses to lease.

= mnimo RA hazamnimo 4@ v @ admin v
DHCPH—){—
©

R 192.168.0.32 ~ 192.168.0.63

FHEERE - S DMS

BED - 2IF @ =»

IF—AITF

Fr vl FE

FHEIT AL

I1-Y¥-Xx=a7lL

® 2021 amnimo,Inc.

5 DMS Settings. Slide the toggle to enable or disable DMS.

),
'I';l’ A separate application is required to use the DMS (Device Management System).

= @mnimo X h4:amnimo B&E v 8 admin ¥

BERE 1Y8=7z42R
rmnet_data0
IR
@ =n
R A F = W ISNAT
FHERYE - B8 eth0
@ =
BiES)
IP7 ELR

I =LY T (ODHCPEZA 7> @ BEIPT KL

BETFI v
192.168.0.254 24

[@EEE =P LV

DMs

@ ==




Step 3 Configure router settings

6 Click [Set] at the bottom of the screen.

= mnimo. &R ~&:amnimo

BERE AYR=7z1R

rmnet_data0

L () .

BAGE 4455y ISNAT
SYHERLE - i etho
@ =»
BE#
IP7 FL X
Tp—LITT (O DHCPYSA 7> @ BEIPTRLX
IPv47 KL TLI«vIRE
BEIFIIL v
192.168.0.254 24

O 24+ 3y oSNAT

DMS

@ =»

Fr>ti RE

A confirmation screen for the settings will appear.

[ Click [Set] .

T
BZERTE
UTFORBTRELETH?
EINAJLEIE

SORACOM / SORACOM Air

APN

soracom.io

Fyotl

Settings are saved.




Step 3 Configure router settings

8 Click [Operational Information] - [Mobile Communications] on the side menu to check the

status of mobile communications.

- K
= gmnimo

amnimo-mobile

ERRE

amnimo-session

HEREE
EAER

AYE—TI1R soracom.io

RZ kF:amnimo BEAE VY e admin ¥

N—F1>7

connected

E-UTRAN
DHCPU —2X EARFCN
1300

SYSLOG

Mobile Module Status

dialing

meaning

during the connection process

connected

state of connectivity

disconnected

disconnected state

If the connection is not correct, such as if there is an error in the mobile settings, the
) device may automatically reboot due to the fail-safe feature. Please be aware of this.

\ TipS) To change the protocol and port number of the GUI

Select [Advanced setting/control]
number used in the GUI settings.

- [GUI settings] from the GUI side menu to change the protocol and port

Refer to the Edge Gateway Series GUI User's Manual for details.



Step 3 Configure router settings

Set the time

Set the time zone and time of day for the compact router.

;l? This document describes an example of synchronizing the time with a PC.
] For time settings, we recommend using NTP settings to synchronize the time, but manual entry is
also possible.

For more information, see the Edge Gateway Series GUI User's Manual.

Set the time zone

H#RIEFIE I

1 Click [Advanced Settings/Controls] - [Time Zone Settings] on the side menu.

The "Time Zone Settings" screen will appear.

= Ppmnimo FRR g:amnimo BAE v A zdmin v
AL —ERTE
v
uTC
EAER
SHEYT - B A~ M

I —TUIRS NURRE

Fr vl

KR NEEEE

2 Set the time zone.
O Select "Region."
9 Select "Place Name."

© Click [Set].

= mnimo A b zamnimo BxE vy @ admin v

)
il

SALYI—24
v
Asia o
v
Tokyo @
o) ©

SHHfiERGE - B PN

IOy —SURS S UREE

il

IRA MERGE

A~

PR NEE

B%IRE

The time zone is set.



Step 3 Configure router settings

Set the time

H#IEFEIR I

1 Click [Advanced Settings/Controls] - [Time Settings] on the side menu.

The "Time Setting" screen appears.

= pmnimo FRZ G :amnimo B#FE v e admin |

@PCER O NTPER (O BaIAH

2021-02-16 14:50:57

. Frowl E
AR NEHE

SSHERGE
RIS —JURE

SYSLOGFEE

® 2021 amnimo, Inc.

2 On the "Time Settings" screen, click "NTP Settings.

= mnimo RA b:amnimo BxE vy @ admin v

Fae | NP

EFTER
@ PCERE (O NTPEEE () BRIAD
SHEE - B
2021-02-16 14:50:57
Wsrr==
TR hEEGE

CRINVERY v

FHI BRE

BFRIRGE

SSHFRGE

AT —)VEE

SYSLOGFRE

©® 2021 amnimo,Inc.




Step 3 Configure router settings

3 Slide the toggle to enable.

= spmnimo. KR kF:amnimo BFE Y @ admin Y

faSRE

HERER

ERER

BEMIRRE - v

R FRRE

1L —RE

Thu> b RE

TN NIEERE

4 Change the settings.

;1'7 Regarding NTP servers, amnimo recommends Google Public NTP (time.google.com) and

= NICT public NTP service (ntp.nict.jp).
Please see below for terms of use and precautions for each service.

Google Public NTP: https://developers.google.com/terms/
NICT Public NTP Service: https://jjy.nict.go.jp/tsp/PubNtp/ga.html

If this procedure is used, NTP time synchronization will be performed at the following
intervals (these values can be changed from the CLI).

® Immediately after network connection starts: 64s interval

® After that, time synchronization is continuously performed with gradually increasing
intervals

® Final, periodic synchronization interval: 1024s

@ Select the interface where the Internet communication takes place to be used for NTP
synchronization.

For mobile communication, select "rmnet_data0".

@ URL of the server to be synchronized.

(3) Specifies the port number. If there are no problems with the default value, there is no need
to change it.


https://developers.google.com/terms/
https://jjy.nict.go.jp/tsp/PubNtp/qa.html

Step 3 Configure router settings

= mnimo. AR b :amnimo gx#E Y @ aimin Y
— B

HEREE FHRE NIPRE

EFE @ =»

SHRRE - Kl

rmnet_data0

K2 AREE

time.google.com

FRINESS

® 00

Thor hRE 123

ENANEfERE

Frovl HE

AVZ—T A ARE

2ETAYIN—T 4 I THE

5 Click [Set].

= mnaimo. A2 zamnimo BASZ Vv e admin Y

- BIRE
HEEE FWHE  NTPHE
EER @ ==

FHIRE - I rmnet data0

RZ ARE

time.google.com
BALY —VRE

FAYY MRE 123

ENAIERERE

Frrtil

AE—T A ZRE

28T Y IN—T 1 PITRE

TANE—FE

NATERE ©2021 amnimo,Inc.

The time setting is saved.



Step 3 Configure router settings

Configure SSH settin

Configure SSH to log in to the compact router using SSH.

BRIEFIE

1 Click [Advanced Settings/Controls] - [SSH Settings] on the side menu.
The "SSH Settings" screen appears.

= smnimo FRA G:amnimo aAE v @ admin v
SSHERTE

AR

22

S35 - I )

T TPSATEENCTS

IOy —SURD U

O ERhER
TRA NBEE

ERINVERSE:7 3
Frowl

PHI hEE

ERIEE

2 Slide the toggle to set SSH as enabled.

= Pmnimo FRR bE:amnimo BA3E v @ zdmin v

SSHESTE

22
F-TISATEENCTS
VT —SURS b

@ #EE O @ERER
KR SRR

GA LY~ FE

ATZa—IEE

SYSLOGSHTE

© 2021 amnimo,Inc.




Step 3 Configure router settings

3 Configure the port settings.

(1) Change the port number, if necessary.

-
-

— ® The port number can be set in the range of 1 to 65535.
i

® SSH uses port 22 as standard.
Note that if the port number is changed, the client must specify that port number to
connect.

(2) By checking the "Keepalive" checkbox, keepalive packets can be sent periodically to
prevent SSH connections from timing out.

= pmnimo Host name:amnimo English v e admin ¥
DHCP relay settings =
¥ ¥ SSH Settlngs Save the current settings to the device
Proxy server settings
() Enable
Time settings
SSH settings 22 o
Keepalive 9
Storage settings
Schedule settings (®) Recommended settings

(O Individual selection
PoE settings

SYSLOG settings

4 Set the encryption method.

@ Select "Recommended setting" or "Individual selection" as the encryption method to be
used.

If you selected "Recommended Settings," go to Step 5.

@ If "Individual Selection" is selected, check the checkbox for the encryption method to be

used.
= semnimo. Host name:amnimo English ¥ e admin v
DHCP relay settings .
SSH setti ngs Save the current settings to the device
Proxy server settings
O Enable
Time settings
SSH settings 22
Keepalive
Storage settings
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Step 3 Configure router settings

5 Click [Set] .
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Step 3 Configure router settings

Save settings on compact router

To save the settings configured in the GUI, write the settings in the compact router's configuration file.

When the compact router is rebooted, the configuration file is read and the settings are reflected.

BRIEFIE

1 Click on "Configuration File" on the side menu.

The "Configuration File" screen appears.

o

= fmnimo. Host name:amnimo English v e admin v

Configuration file

Simple settings

Device information astsaved Save the current settings to the device
2023-07-25T13:42:28+09:00

Operation information v

Advanced setting/controk o

Reboot

2 Click [Save the current settings to the device].
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The "Confirmation" screen appears.

3 Click [Save].

Confirm

Do you want to save the current settings to the device?

The settings are saved in the gateway.



Step 4 Configure wireless LAN settings

Step 4  Configure wireless LAN settings

This step describes the process of operating an indoor Compact router with
wireless LAN in access point mode or station mode.

I:‘“

This configuration can only be performed on Indoor Compact Routers with wireless LAN.

Please note that this cannot be implemented with the indoor version of the compact router.

Use in access point mode

Indoor Compact Routers with wireless LAN can operate in two modes: access point mode and station
mode. This section describes the connection procedure in access point mode.

Access point mode is a mode in which the compact router is used as the parent unit of the wireless
LAN and other devices such as PCs and smartphones are connected as stations (child units).

:;7 Factory-installed Compact Routers with wireless LAN start operating as a wireless LAN access point
= as soon as they are turned on, but Internet communication must be established in order to use them.

The two default values for SSID are as follows
® amnimo-2g-XXXXXXXX

® amnimo-b5g-XXXXXXXX

To connect with a security key

B#RIEFIR

1 Station (child unit) searches for an access point.

F @Al ThGWRy T
A5 -3y ML

8
iz E e, X1V TREDY

Jortr4

ﬁﬁp‘ amnimo-2G-004744

% amnimo-5G-004745

-]
« I
“ I




Step 4 Configure wireless LAN settings

2 Enter the security key.

17 The security key can be found in the following two locations

= ® Sticker on the back of the compact router as "encryption key".

® On the GUI screen, go to [Advanced Settings/Control] - [Wireless LAN Settings] and
from the [Access Point] tab, enter the passphrase in the [Edit] screen for the SSID in
question.
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Step 4 Configure wireless LAN settings

4 Click [Operational Information] - [Wireless LAN] in the side menu.
In the "List of connected stations" section, you can check information on the stations
connected to the Compact Router.
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Step 4 Configure wireless LAN settings

When connecting via WPS (using WPS button)

BRIEFIR ,

1 Station (child unit) searches for an access point.

17 When shipped from the factory, WPS connection is only available for access points with
-] SSID amnimo-2G-XXXXXXXX.

If you want to connect to amnimo-5G-xxxxxxxx via WPS, please disable the access point
for amnimo-2G-xxxxxxxx in [Advanced Settings/Control] - [Wireless LAN Settings].
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2 Select the access point.
Depending on the device, a message may also appear indicating that the connection is

possible via WPS, as shown in the figure.
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Step 4 Configure wireless LAN settings

3 Onthe GUI screen, click "Operational Information" - "Wireless LAN" to display the "WPS" tab.

Make sure "Push Button Method" is checked and click "Execute.

:l? If the GUI screen is not used, the connection can be made by pressing and holding the
== "WPS" button on the compact router itself.
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BHERE - Hif

4 Once the connection is confirmed, you are done.
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Step 4 Configure wireless LAN settings

5 Click [Operational Information] - [Wireless LAN] in the side menu.
In the "List of connected stations" section, information on the stations connected to the

Compact Router can be viewed.
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Step 4 Configure wireless LAN settings

When connecting via WPS (using PIN code)

BRIEFIR

1 Confirm the PIN code in advance.
Under [Advanced Settings/Control] - [Wireless LAN Settings], check the PIN code, check [Enter

external PIN code], and click [Set].
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2 At the station (child unit), locate the access point.

When shipped from the factory, WPS connection is only available for access points with

Ll’ SSID amnimo-2G-XXXXXXXX.
If you want to connect to amnimo-5G-xxxxxxxx via WPS, please disable the access point

for amnimo-2G-xxxxxxxx in [Advanced Settings/Control] - [Wireless LAN Settings].
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Step 4 Configure wireless LAN settings

3 Select an access point; you will be prompted for a PIN, enter the PIN code you confirmed on

the GUI screen.

el

4 Once the connection is confirmed, you are done.
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Step 4 Configure wireless LAN settings

5 Click [Operational Information] - [Wireless LAN] in the side menu.
In the "List of connected stations" section, information on the stations connected to the

Compact Router can be viewed.
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Step 4 Configure wireless LAN settings

Use in station mode

Indoor Compact Routers with wireless LAN can operate in two modes: access point mode and station
mode. This section describes the connection procedure in station mode.

Station mode is a mode in which a compact router is connected to a parent unit of a wireless LAN
as a station (child unit).

,7 The factory-installed compact router with indoor type wireless LAN starts operating as a wireless
= LAN access point as soon as it is turned on.

Access point mode must be disabled because it is not possible to run access point mode and station
mode at the same time.

BRIEFIE .

1 From the GUI screen side menu, click [Advanced Settings/Control] - [Wireless LAN Settings].

The "Wireless LAN Settings" screen appears.
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Step 4 Configure wireless LAN settings

2 From "Stations" tab, click "Add New".
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3 Enable the toggle, enter the destination information, and click "Set".
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4 The Wireless LAN Settings screen appears. Confirm that the settings are reflected.
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Step 4 Configure wireless LAN settings

5 Click [Advanced Settings/Controls] - [Interface Settings] in the side menu.

The "Interface Settings" screen appears.
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6 Ininterface "br0", click "Edit".

In station mode, interface "wlan0" is used.

R

The interfaces "wlan0" and "wlan1" are factory configured as "br0" as a bridge, but since
the bridge interface cannot be used in station mode, "wlan0" will be deleted from the
bridge.
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Configure wireless LAN settings

[ The "Edit Interface" screen will appear, click the "X" next to wlanO.

= g@mnimo.

7RA R :amnimo BAE v e admin ¥
PHIEE - <AL IIAA—BNEE
A NG A>T T4 ADIRE
AL —FE P,
bro
@© =
TuysEE—B
T/ AILEISS + swRen
S O  1p-2z42
PPP(PPPOE):&E O 1an0 (]
lan1
25— T AR O fan o
D wlan0 E
AT YIN—TA IRE
@] wlani [x]
T IVI—BE
(O pHep(ipva)
NATEE
IP7 RLA =+ iem )

8  Click "Delete” when a confirmation dialog box appears.
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Step 4 Configure wireless LAN settings

9  Confirm that "wlan0" has been removed from the list of interfaces and click "Set".
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10 At the interface "wlanl", click "Edit".
'? In station mode, interface "wlanQ" is used.
x
= Disable interface "wlanl" as it is enabled as an access point.
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Step 4 Configure wireless LAN settings

11  Click the toggle to disable, then click Set.
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12 The Interface Settings screen appears. Make sure "wlanl" is disabled.
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Step 4 Configure wireless LAN settings

13 Atinterface "wlanQ", click Edit.

= g@mnimo. 7RR h4&:amnimo B4E v 8 admin ¥
SR - i A AA—TDTARAEE BEDREEST) A AR
IRANEEE
+ srmen
G L)~
O “4>5—9114% aR/E DHCP IPF LR PPPOE GATEWAY GATEWAY7 EL- X
FHI> NHE
O fano e B 5ol i3] DI 5]
M~2EFE O ent ® = T O m
E/LEEHE O bro ® =) | 192.168.0.254/24 =) D =)
R AN O wlano ® B =50 35 DI =35 ‘"
e
) O wiant O = O m O ®m O ®mY ©
PPP(PPPOE):&E
(O rmnet_datao ® = (O 57 (O =5
A DA RHE R
28719 T 1- 64 /66F (1) FRHEL 10 v
TAII—HE
NATEE
® 2021 amnimo, Inc.

14 On the Edit Interface screen, switch the mode to "Station" and select the station you just added
on the Wireless LAN Settings screen from the pull-down menu.
Check the "DHCP" checkbox if you need an IP address assigned by the access point.
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Step 4 Configure wireless LAN settings

15  Click "Set" the bottom of the screen.
The compact router will begin operating in station mode and connect to the configured access

point.
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16 Click [Operational Information] - [Wireless LAN] in the side menu.
In the "Access Point List", you can check the SSID and the status of the connected SSID.

To check the IP address assigned to interface "wlan0",

Check the "Operational Information" - "Interface" screen.
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Frequently Asked Questions

Frequently Asked Questions

Compact router

repeatedly reboots

If the mobile communication settings are not properly configured, the compact router may
repeatedly reboot due to the failsafe function. Please check the following points.

Disable fail-safe
Please check the following @-@ in this order

@Click [Advanced Settings/Control] - [Mobile Communication Settings] on the side menu.
® Select the target mobile line name, and click [...]-[Edit].
© Uncheck [Fail-safe] and click [Set].
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@ Sclect the target session name in the session list on the same page and click [...]-
[Edit].

@ Set the correct content and click [Set].
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Check the communication status

Click on [Operational Information] - [Mobile Communications] in the side menu and
check that the "Mobile Module Status" is "connected". Click on the "Mobile Module
Status" button.
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Once communication is confirmed, return the failsafe to active if necessary.




Frequently Asked Questions

This step completes the basic setup of the compact router.
[}

® The following information continues in the Options Setup Guide on the next page. Please refer
to it according to your usage situation before proceeding with the settings.

Configure the device management system."
'Setting up remote.it'
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Configure device management system settings.

Configure device management system
settings.

This step describes the initial setup for using the device management system.

The device management system of the amnimo loT Cloud System makes it easy to monitor and maintain
compact routers in remote locations.

The main functions of the device management system are as follows
Remote monitoring of devices

Remote distribution and retrieval of device configuration files

Remote firmware updates

Syslog file acquisition

.'? ® You must apply to use the device management system functions. Please contact your sales
4 representative if you wish to use this service.

® Please refer to the following manuals for detailed information on how to use and configure the
device management system.

Device Management System Manual.



Configure device management system settings.

Enable Compact Router

Activate the compact router to use the device management system.

7 In order to proceed with the activation, the time setting must be completed on the
] compact router in advance.

Set the Time"

- Please make sure that the device is connected to the Internet before performing this
o operation.
Activation usually takes about 10 minutes, but may take up to an hour.
If activation is not completed after several tens of minutes, it can be shortened by rebooting
the equipment.

BRIEFIE I

1 Log in to the Service Management Portal with a web browser.

2 On the Dashboard, click Device Management System.
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https://apps.amnimo.com/

Configure device management system settings.

3 On the Dashboard screen, click "Device List" to go to the Device List screen.
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4 Click the [ ¢ ] button on the target device and select "Enable" from the menu that appears.
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The "Confirmation" screen appears.



Configure device management system settings.

5 Click Confirm.
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Once the Compact router is connected to the Internet, activation is complete.
6 In the "Device List" screen, if the device status is "normal" and the communication icon is

green, the device is connected to the Internet and has a good signal.
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When a configuration file is initialized from the CLI or GUI for a compact router already
connected to the device management system, a communication error continues in the device
management system even if Internet communication is restored after a reboot.

In this case, please "deactivate" the device in the device management system and then
"activate" it again.
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Configure remote.it settings

This step describes the initial setup for using remote.it.

remote.it is a P2P connection service that allows remote access to devices in a private IP network via
the Internet.

remote.it allows you to securely access a compact router in a remote location from your PC or other
device.

9 You must apply to use remote.it. Please contact your sales representative if you wish to use this
= service.

remota.it

remota.it
FLZEFNAR

..
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Create a remote.it account

To use remote.it, you need a remote.it account. If you wish to use remote.it, please contact an amnimo
sales representative to sign up for remote.it.

We will send an invitation to create a remote.it account to those who have applied for the use of
remote.it.

Please follow the instructions to create an account.

— e If you are applying for remote.it after applying for Device Management System

‘Ll, Please contact amnimo customer support with your company name, customer name, email
address used in your remote.it account, device name, and the completion date of your setup
after completing the remote.it account creation.

https://support.amnimo.com/hc/ja/requests/new

e If you are using amnimo's product as a sample
You may use your existing remote.it account to test and evaluate amnimo products. If you
wish to use our products as samples, please request this at the time of your sample request.

#EFIE I

1 Create a remote.it account.

When you receive an invitation from amnimo to create a remote.it account, follow the
instructions in the invitation to create a remote.it account.


https://support.amnimo.com/hc/ja/requests/new
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Confirmation of License Key

To use remote.it, you need to register your "License Key" to remote.it on your device in advance.

This section describes how to check the License Key.

Check License Key

BRIEFIE N

1 Log in to "https://app.remote.it/#/" with the account you created.

2 Click on the user icon, go to Account, then Licensing, and confirm the License Key displayed in
the LICENSE KEY section.

% Remotelt - [m) Pad

< = . .
“ Licensing
renot

n remote.it personal plan MANAGE
Settings Profile
Support Security
APIS subscription
Billing
Lock application I
Licensing l
Sign out @
Access Keys

Quit
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Configure remote.it settings

First, register the License Key to remote.it on the device using the Command Line Interface (hereafter,

CLI).
Please refer to the following manuals for detailed information on how to use and configure the CLI.
— CLI User's Manual
-]

To register a License Key from the GUI, please refer to the following manual

GUI User's Manual - 2.26 Configuring remote.it"

(Tips) About CLI Operation Modes

The dedicated CLI has three modes of operation: general user mode, administrator mode, and configuration
mode. The operations that can be performed in each mode and the command line prompts are shown below.

e o S
‘\c-"-"j'— user mode

In general user mode, the user performs operations necessary for operational management.

amnimo$.

‘LE*EE? administrator mode

In addition to operations in general user mode, administrator mode allows control over such things as
rebooting the Edge Gateway.

amnimo#

(®mE

£ configuration mode

In the setting mode, you can view and configure settings.

amnimo(cfg)#.
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Log in to the compact router
Log in to the compact router via CLL.

— Please enable SSH in the GUI beforehand.
i
For information on how to set up SSH, see "Configuring SSH Settings".

BRIEFIE

1 Install Windows terminal emulator software such as Tera Term or Putty on your PC.

v‘l‘_ll This manual uses Tera Term to provide explanations.

2 Start Tera Term, configure the following settings in the "Tera Term new connection" window,

and click [OK].

@ Select "TCP/IP".
@ Enter the IP address "192.168.0.254" in "Host".

© Sclect "SSH" under "Service".
Tera Term: FLLVER

@ TCP/IP i |l192.168.0254 v

IEZFIO) ‘ ——
H— 2 O Telnet ToPR—hapP) (22|

SSHI i —Ja (V) [ssHe ~

OXDHME 15 5—53200): [auTo -

O )7IAE) COM3: Intel(R) Active Management Tech

0K Fe ) AJLFH)

When connecting to a new host, a "Security Warning" screen will appear.
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3 Check "Add this host to the known hosts list" and click "Continue".

PEINFAT S X

known hostsl) 2 M 28— M proxy T rt3ie” MI P IEUER LA BEEFR S
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known hostsl) 2 D OB EBNLTHET D8 REWSZOBE 31
{BUET.

H—) WD R e
 BER YL a TN SUA L OMDS @ SHA256
[SHA2E6: 414 U5 0eaCnQLi SOPG290 Re lyu8IiEHSIPE8e 1Ne De B
[+---[ECDSA 256]---+

=04,

o0.8t0.
oo.Bto.

[ Azt #known hosts) A SEMTA(A) |

| T | 18i%HER(D)

Enter the login information you entered in Step 2, Initial Login, and click "OK".
SSHEEE
O4 4 localhost
PRI T
2 —&(Nx
HAIL-Z(PE): | eeeeeeses
M AT — kY HICRg T o)
[ESSVEY Fo- g E-1(0)]
SREEAT
® FLA IR - FEED
() BSA/DSA/ECDSA/EDEE 195 #(ES
TR

rhoste(SSH 1)7E{#>

- X

admin

L]

Ewdy {33
O =R —FAEZoT 1 TTELEEND
) Pageant®{#5

)

Log in to the Edge Gateway via CLI.
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Register License Key

Register a License Key to use remote.it.

) Before using remote.it, please make sure that the following settings have been made

-

= ® The edge gateway is connected to the Internet.

® The DNS settings for the Edge Gateway have been configured.
If simple configuration was done in Step 2, DNS settings are enabled.

® Time is set correctly.

BRIEFIE

1 Register License Key to remote.it to activate remote.it.

amnimo$ enable < Switch to administrator mode
password: < Enter the password and press Enter
amnimo# configure <~ Go to configuration mode
amnimo(cfg)# remoteit

amnimo(cfg-remoteit)# registration 1234abcd-56ef-7890-1234-56789abcdeff « Enter License K
ey

amnimo(cfg-remoteit)# enable < enable remote.it
amnimo(cfg-remoteit)# exit

amnimo(cfg)#.

amnimo(cfg)# config file save < Save the configuration file
amnimo(cfg)#.

Command Meaning

ii)?nmn?:;zr) meaning Setting Example

remoteit Enter the remote.it configuration mode. -

registration Register License Key. 1234abcd-56ef-7890-
1234-56789abcdeff

enable Start the service. -

exit Exits the current mode. -

config file save | Save the current configuration file to startup-config. | -
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Register your service

Register your service using the remote.it desktop app.
= ® The application can be downloaded from the following site

https://ja.remote.it/download

® For detailed installation instructions, please refer to the following page
https://support.remote.it/hc/ja/articles/4420541365773

BRIEFIE

1 Launch the remote.it desktop app.
2 Click on the appropriate device from the sidebar under [Devices].

3 In the field marked SERVICE, click the [+] button, select the service you wish to add, enter the
required information, including the service name and port number, and click [SAVE] to save.

4 Remote.lt - o X

0 ¢ S Add service

@ AC10-011JP-10-000523

' HTTP -

: SERvIcE '2

HTTP
Service Description
80

127.0.0.1

Enable service

CONMECTION DEFAULTS »



https://ja.remote.it/download
https://support.remote.it/hc/ja/articles/4420541365773
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Connecting to services using remote.it

This chapter describes the procedure for connecting to SSH services from the remote.it desktop
application for Windows.

.g? You can find more information on how to connect to a device from the remote.it desktop app on
1=« the following page.

https://support.remote.it/hc/ja/articles/4421390375565

BRIEFIE
1 start the remote.it desktop application.

Click [ Devices ] from the sidebar to open the target device, select the service you wish to

connect to (SSH in this procedure), and click [ CONNECT ]. (Depending on the version of the
application, this may appear as [ START ].

% Remotelt

0 ¢ o SSH

@ AC10-011JP-10-000523

- 6] Vi 2
o Connect Details Setup Add User
SERVICE 12

HTTP HTTP

I CONNECT I H
I SSH I

CONFIGURATION «

Command

Auto Launch

start cmd /k ssh [username]@proxy73.rt3.i0 -p 30224

OPTIONS ¥



https://support.remote.it/hc/ja/articles/4421390375565
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3 Once the connection is established, the connection information is displayed. Click the COPY
button to copy the connection information.

% Remote.lt

0 ¢ = SSH

@ AC10-011JP-10-000523

Do

: @

> ® z =
- Connect Details Setup Add User
SERVICE =

HTTP HrTP

LOCAL ENDPOINT

SSH ssH proxy73.ri3.io:30224

CoPY.

D ¥ o >

Public Proxy

1 hour, 8 seconds

CONFIGURATION ¥

Command

4 Start Tera term, copy the information to the host and TCP port, and click [OK].

Tera Term: FTLLVEER

X
®TCR/IP HRANT): | ]
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5  When the login screen appears, enter the Compact Router login credentials, and click [ OK ].

SSHEZEE - X
A0 proxy 72 rt 3o
SEETT.
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O F = — A RS T TR END
O Pageant®{E>
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6 Verify that an SSH connection can be made.

T proxy73.r3.io - Tera Term VT — [m| X
VED(W)
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